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ABSTRACT 

Telehealth, as defined in this literature review is, “a collection of means or methods for 

enhancing health care, public health, and health education delivery and support using 

telecommunications technologies ”  Initially the focus of the literature review was aimed to 

explore the impact of telehealth on clinician or “distant site” of services. However, current 

research on telehealth practice tends to focus more on “end-user” or patient perspective. Much of 

the evidence in favor of telehealth explores benefits from an efficiency or economic point of 

view. In review of the research, though the benefits of telehealth are clear, it became evident that 

consideration must be given to what emerged as common themes with regard to ethical and legal 

implications for both patient and clinician. It is imperative that both health clinicians and patients 

are aware of the potential challenges, and that careful consideration is given to the ethical and 

legal parameters of this new modality of healthcare delivery. The scope is intended to be broad, 

recognizing that telehealth serves as a mode of service delivery among many helping 

professions; including the disciplines of physical and occupational therapy, psychology, social 

work, speech pathology, nursing, and medicine. In this context, with “clinicians” from a variety 

of disciplines identified as the primary stakeholders in the discussion, this review presents 

findings on the ethical and legal considerations when weighing the risks and benefits of 

telehealth to include the patient-clinician relationship, privacy and security, and the 

responsibility and liability to provide quality healthcare. 

Keywords: Telehealth, ethics, legal, clinician, patient 
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INTRODUCTION 

Telehealth is an evolving method of health care delivery. There are diverse descriptions 

of telehealth, but perhaps most helpful is a broad, as well as accurate definition as presented by 

the Center for Connected Health Policy defining telehealth  as “a collection of means or methods 

for enhancing health care, public health and health education delivery and support using 

telecommunications technologies” (CCHP, 2019).  

Telehealth as a health delivery system is a groundbreaking avenue of care. Telehealth is 

remote and opens the door to increased accessibility, significantly reduces cost of care, enhances 

management of chronic disease, and allows for more meaningful oversight of the health needs of 

some of our most vulnerable populations. It mitigates many challenges healthcare is facing such 

as reducing disparities in care, increasing access to specialty care, and eliminate transportation 

and time management barriers. Moreover, The US healthcare system, the most costly among 

developed nations, has the potential to realize significant reductions in spending. One example of 

this is a study provided by the Benton Foundation which described the cost of care to monitor 

diabetic patients through telehealth was approximately $87,000 as compared to the $232,000 

spent by the control group for traditional home health nurse visits (Clark, Capuzzi, & Harrison, 

2010). Finally, engagement in telehealth practice facilitates continued professional education and 

opportunities for collaboration among clinicians.  

While the horizon is bright, there are many potential pitfalls that must be considered 

carefully and addressed with preemptive planning as telehealth expands its role in the health in 

the health professions. Facilitators and barriers to deliver the highest quality of care as defined by 
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the Institute of Medicine (IOM) as: safe, effective, equitable, timely, patient-centered, and 

efficient.  

 

Literature Review 

Clinician-Patient Relationship 

In traditional health care delivery, there is a patient and clinician who meet to discuss 

symptoms, challenges, and goals of care. A plan of care is determined and there is a plan for 

reevaluation in the future. The relationship is intimate and often private, as there is an element of 

trust and a shared ethical standard, such as fidelity, between the two. When discussing the idea of 

telehealth and telemedicine, it is crucial to uphold these values, ethics and trust even though the 

conversation is electronic and not in person. It is not uncommon for patients to feel a disconnect 

from their clinicians during interactions at appointments. Results from the National Poll of 

Healthy Aging reported in the AARP Bulletin (2019) showed that 68% of respondents had 

concerns about “not feeling connected” to the health care clinician.  This “depersonalization of 

medicine” is a concern of telehealth, and is one that is often addressed by researchers (Borgetti, 

Clapham, & Young,  2019.) 

Moreover, clinicians must deem the appropriateness of utilizing telehealth at different 

times, and knowing, as with anything else, that there are limitations. An article by three doctors 

at the University of Illinois at Chicago encourages “an open dialogue with patients regarding 

issues of depersonalization and the associated “changes to the traditional doctor-patient 

relationship” (Borgetti, Clapham, & Young,  2019, p. 5).  Maintaining an open and honest 

conversation between the clinician and the patient must be kept at the center of any healthcare 
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interaction to uphold trust, and telehealth is no different. Many researchers have found that 

telehealth connects patients and clinicians more than ever before. When used correctly, telehealth 

has the chance to “enable physicians to use that most valuable of commodities, time spent in 

person with patients, to greater effect” (Chaet et.al. 2017, p.1139). This article emphasizes the 

ability of clinicians to have access to charts, and results in greater patient well-being between 

appointments, which in turn allows for more quality time spent when there is an in person, face 

to face, interaction. 

It is important to note that telehealth should not be used to replace personal interactions, 

but rather to enhance it. Some clinicians may suggest the use of at-home monitors for conditions 

such as diabetes mellitus, COPD, hypertension and more. A patient could take their blood 

pressure, for example, daily and have the results sent in real time for the clinician to see changes 

and trends over time. By having the ability to see health information on a daily basis, the 

clinician can have a “more complete temporal picture of a patient’s overall condition” which can 

in turn “assist in medical management” of the patient (Borgetti et.al., 2019, p.3). This article 

provides general guidelines on suggestions for when and when not to utilize telehealth. An 

appropriate opportunity to include telehealth into practice would be for a discussion about 

“symptoms of an upper respiratory tract infection,” but should perhaps be avoided when 

discussing issues such as “serious diagnoses or end-of-life issues” (Borgetti et.al., 2019). If a 

clinician is able to assess a situation and understand when telehealth may enhance care as 

opposed to deter it, it can be a great tool to uphold and improve the clinician-patient relationship 

and continuity of care. 

Security and Privacy 
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The security and privacy of the patient-clinician relationship, its intimacy and 

confidentiality, are in question in the telehealth delivery system. The traditional patient-clinician 

dyad becomes a sort-of triad with a third party as transmitter and/or receiver of health 

information. This third party may or may not be a trained health clinician and as such may or 

may not be sensitive to the health privacy concerns. If this information is encrypted, who has 

access to it, and what protocols are in place for its management and storage (Hall & McGraw, 

2014).  

Patients can be harmed in many ways if privacy is compromised as health information is 

not public: it is protected information by law. As described in the article entitled, Mobile Health 

Technology and Home Hospice, the protection of health information in the telehealth process is 

critical. Though telehealth increases access to healthcare with processes such as “virtual visits,” 

security of this health data is a major area of concern. Telehealth technologies require careful 

planning to ensure the safeguards that are used to handle data are compliant with the Health 

Insurance Portability and Accountability Act (HIPAA) (Phongtankuel, Adelman, & Reid, 2018). 

In the article, For Telehealth To Succeed, Privacy and Security Risks Must Be Identified 

and Addressed, the specific challenges to privacy and security are delineated and whether current 

laws are adequate to cover/address this new technology is explored. The particular devices that 

are used for telehealth include mobile apps, body scanning devices, video transmitters, and 

machines that monitor health values through blood sample (Hall & McGraw, 2014). The concern 

becomes that the remote data transmission does not necessarily fall under the protection of 

HIPAA rules, which calls into question the maintenance of security of the information. The 

applications themselves have the potential to have security risks, as well, within their own 
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software and implementation. In 2009, via the Health Information Technology for Economic and 

Clinical Health (HITECH) Act, Congress extended HIPAA to include business entities “that 

‘create, receive, maintain, or transmit’ identifiable health information to perform a function or 

services on behalf of covered entity” ( p.18). In addition Hall and McGraw (2014) call for policy 

on the federal level to be implemented to better ensure the privacy and security of health 

information that is collected by telehealth means (Hall & McGraw, 2014)  

Lastly, in Mehta’s article entitled, Telemedicine Potential Ethical Pitfalls, patients want 

to know who has access to their electronic health information. In telehealth, a patient who is 

transmitting data in order for the clinician to evaluate, either in video, by email or phone app 

does not always know who “sees” this information along its journey to the clinician. Mehta 

(2014) states that “in order to gain patient confidence, it is essential that a robust privacy and 

security plan accompany any new telemedicine program.” (p.1015) Patients must trust this new 

mode to care to uphold the privacy and security of their health information. 

Responsibility and Liability 

Concerns regarding the ethical and legal considerations of healthcare delivery services 

provided under the umbrella of telehealth are emerging as fast as the technology is developing. 

Due to the variability in levels of clinician-patient engagement in the range of services offered; 

such as mHealth and remote monitoring and the different applications in the use of synchronous 

versus asynchronous care, it is important to note how these different modes of care influence 

these discussions, as each has its own implications in terms of clinician accountability. 

A useful framework for this discussion is provided by Chaet et. al (2017), who described 

different points along the continuum of electronic interactions between physicians and patients or 
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prospective patients who set expectations for differing levels of clinician accountability. In short, 

the more direct the clinician-patient interaction, the more accountable the clinician is for the 

outcomes of that interaction. For example, on one end of the continuum, a clinician may be 

indirectly providing very general health information on a website to a healthcare information 

seeker whereas, on the other end of the continuum, provide direct care in real time to a patient 

through synchronous service. However, these more remote models and less personalized modes 

of service delivery do not absolve clinicians from responsibility. Regardless of the service, it is 

important to note that despite any disclosures shared on these more generalized modes of care, 

clinicians may ultimately still be held liable for the care rendered and patient outcomes (Chaet et 

al, 2017). 

Additionally, concerns arise that without more stringent oversight and consistent 

regulation, in some modes of telehealth delivery, it may be difficult to verify the credentials of 

those providing services, regardless of the legitimacy of the distant site (Gosia et al., 2016). As 

was summarized in one article, but significant to note, telehealth has the potential to “mask 

quality of the remote clinician” (Dorsey &Topal, 2016, p156). Not only are the legal aspects of 

such practice brought into question, but concern for the ethical implications, as engaging in such 

practices are in direct contrast to principles of  competence, integrity, fidelity and veracity, 

among others.  

Worth mentioning, although considered outside the scope of this review, are federal and 

state regulations related to practice that are just developing. One such concept central to these 

discussions is that of “borderless care,” which at its best, contributes to telehealth’s ability to 
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increase accessibility, but also brings up concerns regarding liability (Borgetti, et. al, 2017).  

Currently, differences in state licensure, practice laws, and credentialing all provide barriers to 

telehealth utilization and less than ideal operationalization of services from an ethical standpoint 

and argument has been made to identify a single, Federal body to provide this oversight (Hall & 

McGraw, 2014). 

While evidence about the benefits of telehealth is considerable, it is important to keep in 

mind that these modes of health care delivery are not necessarily appropriate for everybody; 

which is important to highlight in discussions regarding the ethical and legal aspects of 

telehealth. While the concept of consent is largely considered in discussions about privacy and 

security, in the realm of telehealth, a new way of thinking comes to light (Chaet et al., 2017).  

As was noted by Gilmartin et al. (2018), “any introduction  of medical devices into 

healthcare must be matched with increased patient education as to their benefits and risks” (p. 5). 

Traditionally, obtaining consent involves being informed of rights and protections and accepting 

risks associated with treatment. In the context of telehealth, the additional burden upon the 

clinician of services is not only to obtain consent in the traditional meaning, but to also ensure 

that the patient is technologically competent to participate in this level of service (Chaet et al., 

2017). Transparency and the ability and willingness of the patient to understand and participate 

in the modes of service being rendered are important considerations in discussions regarding 

clinician responsibility and liability as “lawsuits are often the result of unmet expectations” 

(McLean, 2003, p.687). 

CONCLUSION 
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The rapid implementation and development of telehealth technologies, particularly over 

the last decade, can be attributed to the benefits that this mode of health care delivery provides. 

The common benefits described in the literature include convenience, increased accessibility, 

increased patient participation, and decreased costs. In addition, telehealth gives power to the 

patient and encourages self-efficacy in one’s own disease management. Telehealth also 

facilitates a multidisciplinary team approach to care. The dominant support, however, for the 

adoption of telehealth practice comes from an economic perspective, showing increased 

efficiency and cost-savings (Dorsey & Topal, 2016). Despite its efficacy, questions have arisen 

regarding the ethical considerations of this modality, the security and privacy of the data 

transmitted, and the santicity and intimacy of the patient-clinician dyad. Moreover, much of the 

literature has largely focused on end-user benefits and risks, ie: the patient.  

The original intent of this literature review was to investigate some of these concerns 

from a clinician’s perspective, but there is little literature investigating the benefits and risks 

from this unique viewpoint. It would be beneficial to focus future research on the clinician’s 

perspective to elucidate potential pitfalls associated with the provision of telehealth services. 

Barriers unique to clinicians may impact the delivery of care in ways different than those 

explored in this review. Instead, the search for literature on this topic shed light on common 

themes with consideration of ethical and legal implications for both patient and clinician. In the 

many modes of health care service, the introduction of new modalities, i.e. telehealth, 

undoubtedly increases the complexity of how care is delivered.  It is imperative health clinicians 

proceed with caution, identify the potential pitfalls for multiple perspectives, and carefully 

consider the ethical and legal parameters of this new mode of healthcare delivery. 



Running head: ETHICS AND LEGAL CONSIDERATIONS IN TELEHEALTH 10
 

 

 

 

  



Running head: ETHICS AND LEGAL CONSIDERATIONS IN TELEHEALTH 11
 

References 

 

American Association of Retired Persons  (2019). Telehelath and older adults. AARP Bulletin, 60 

(9), p. 4. 

Borgetti, S. A., Clapham, P. J., & Young, J. D. (2017). Telehealth: Exploring the ethical issues. 

DePaul Journal of Health Care Law, 19(3), 1-15.  

Center for Connected Health Policy (CCHP). (n.d.). Retrieved November 3, 2019, from 

https://www.cchpca.org/about/about-telehealth. 

Chaet, D., Clearfield, R., Sabin, J., & Skimming, K. (2017). Ethical practice in telehealth and 

medicine. Journal of General Internal Medicine 32(10):1136–40. DOI: 

10.1007/s11606-017-4082-2. 

Clark, P.A., Capuzzi, K., and Harrison, J., (2010). Telemedicine: Medical, legal and ethical 

perspectives. Science Monitor. 16(12): 261-272. 

Dorsey, E. R., & Topol, E. J. (2016). State of Telehealth. The New England Journal of Medicine. 

375(2),154-161. 

Gilmartin, C., Arbe-Barnes, E.H., Diamond, M., Fretwell, S., McGivern, E. , Vlazaki, M., & 

Zhu, L. (20-18).  Varsity medical ethics debate 2018:  constant health monitoring - the 

advance of technology into healthcare. Philosophy, Ethics, and Humanities in Medicine 

13:12 https://doi.org/10.1186/s13010-018-0065-0 

Gogia, S.B., Maeder, A., Mars, M., Hartvigsen, G., Basu, A., & Abbott, P. (2016). Unintended 

consequences of telehealth and their possible solutions. Contribution of the IMIA 

https://doi.org/10.1186/s13010-018-0065-0


Running head: ETHICS AND LEGAL CONSIDERATIONS IN TELEHEALTH 12
 

working group on telehealth. IMIA Yearbook of Medical Informatics. 

http://dx.doi.org/10.15265/IY-2016-012 

Hall, J.L. & McGraw, D. (2014). For Telehealth To Succeed, Privacy And Security Risks Must 

Be Identified And Addressed. Health Affairs 33(2), 216–22. doi: 

10.1377/hlthaff.2013.0997. 

McLean, P. (2003). Professional liability risks and risk management for nurses in telehealth. 

Medicine and Law, 22(4), 683-692. 

Mehta, S.J. (2014). Telemedicine Potential Ethical Pitfalls. American Medical Association 

Journal of Ethics. 16(12):1014-1017. Retrieved from www.virtualmentor.org.  

Phongtankuel, V., Adelman, R.D., & Reid, M. C. (2018). Mobile health technology and home 

hospice. Progress in Palliative Care. 26(3); 137-141 

doi:10.1080/09699260.2018.1467109. 

Rosen, J. M., Kun, L., Mosher, R. E., Grigg, E., Merrell, R. C., Macedonia, C., … Geiling, J. 

(2016). Cybercare 2.0: meeting the challenge of the global burden of disease in 2030. 

Health and Technology, 6(1): 35-51. doi:10.1007/s12553-016-0132-8 

Wernhart, A., Gahbauer,S., & Haluza, D. (2019) eHealth and telemedicine: Practices and beliefs 

among healthcare professionals and medical students at a medical university. PLoS ONE 

14(2): e0213067. https://doi.org/10.1371/journal. pone.0213067  

 

http://dx.doi.org/10.15265/IY-2016-012
http://www.virtualmentor.org/
http://www.virtualmentor.org/

